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o1 26.06.2020

O kiaaccupuKaLUH N0JIb30BATEIBCKOIO
uHpopmannonHoii cuecrembl «CeTeBoi
ropoa»

Jnst  xnaccuduKalMyd TI0JB30BATENbCKONO CErMEHTa IoCyIapCTBEHHOR
undopmanuonnoil cuctemnl «Cetesoit ropon» MBIAOY  «lerckuit cag Ne37
KOMIIEHCUpYIOIIero Buaa» (manee — monb3oBarenbekuil cermeHT [ MC «Cereoit
ropoj») TI0 YCIOBHSIM €€ ()YHKIIMOHMPOBAaHUS HAa COOTBETCTBUE TPEOOBAaHHUAM IIO
Oe30macHOCTH HH(POPMALHH

IPUKA3BIBAIO:
1. HazHauuTh KOMHUCCHIO B COCTaBe:
— T'ynaxora H.A., u.0.3aBenyomneli — npejcenaresls KOMUCCHY,
— Bamenko M.B., yaurenbs-ioromnes — 4jieH KOMUCCHH;
— Jlonras A. A., ClIeLIHAIMCT 110 Kajpam — 4JIeH KOMHCCHUHU.
2. Knaccuduramuro ['IC npoBectu B coorBercTBuH ¢ [Ipunokenuem Ne 1
TpeboBanusiM o 3ammre MHGOpPMAIMK, HE COCTaBISIOLIEH TOCYJapCTBEHHYIO

TalHy, COJIEp)Kalleiics B TOCYIapCTBEHHBIX WH(OPMALHMOHHBIX cucremax (yTB.
Ipuxazom @®CTIK Poccuu ot 11.02.2013 Ne 17).

YPOBHS 3allUIIEHHOCTH IIEPCOHANBHBIX JAaHHBIX IIPOBECTM B COOTBETCTBUH C
nokymeHToM «TpeGoBaHus K 3alluTe TepCOHANbHBIX JaHHBIX MPH UX 00paboTKe B
uHOPMALMOHHBIX ~ CHCTEMax  IIePCOHANBHBIX  JaHHBIX»,  YTBEPIKICHHbIC
ITocranosnenueM IIpaBurtensctsa P® ot 1 HostOpst 2012 roma Ne 1119.

4. Tlo pesynbraraM pabOT MOATOTOBUTH K yTBEPMKACHMIO HOKYMEHT «AKT
Kiaccu(ukaiuu nonbzoparensckoro cermenra I’ MC «CereBoit ropoy.

5. KoHTpOJIb 32 BEITIOJTHEHUEM TIPUKa3a OCTABILIO 32 COOOM.
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VTBEPXKJIEHA

npukazom Ne 41 ot «26» mrons 2020 1.

HMucrpyKuust aIMEHUACTPaTOpa 6e30MacHOCTH B MOJIb30BATEILCKOM CerMeHTe
T'UC «Ceressii ropon»
MBJIOY «/lerckuii cag Ne37 koMOMHHPOBAHHOIO BHAA»

L OO01me 1MoJIoKEHNAA

1.1.  Angvunuctparop 6GezomacHocTH B monb3oBarenbekom cermente [UC
«Cerepoii ropo» {naice — AIMHHUCTPATOP) HA3HAYACTCA HPHKA30M 3aBCAYIOLICH
MBJIOY  «Jletckuii canm Ne37 KOMOMHMpPOBAaHHOIO BHI@» H OTBe4aeT 3a
obecrieyeHre KOHMUACHIIMAIBHOCTH, LEJIOCTHOCTH U JOCTYITHOCTH IIEPCOHANBHBIX
nausbIx (nanee — [1]H) w apyroi KoH(UIEHIHANBPHOH MHpOpMALKK B MpoIecce
ee oOpaboTku B mnoib3osarensckom cermente I'MIC «Ceresoii ropon» (maiee —
TUC).

1.2. AnmuaucTpaTtop 00s3aH NOAAEPKMBATH B aKTyajlbHOM COCTOSIHUH
CROM 3HAHMS 3aKOHOJIATENEHEIX, HOPMATURHO-TIPAROBEIX aKkTOBR Poccmiickoit
deepaliii ¥ METOIMYECKUX MaTepralioB B chepe o6padotku u 3ammtel [T/1H.

1.3. B cBoeii pgearenpbHOCTH  AIMUHHUCTPATOP  PYKOBOJCTBYETCS
HacTosiel Muctpykuueit, Ilomurikoi wuHMOpPMAIMOHHON 0€30MacHOCTH U
JNEMCTBYIOIIMM 3aKOHOJATEIECTBOM B c(epe 3alluThl NMEPCOHAIBHBIX NaHHBIX U
KoHpHUACHIHAIbHON UHPOPMAILHK.

1.4. AnMuHHCTpaTOp Oe30macHOCTH MOTYUHAETCS HanpsMyro
3apeflyrolie W uMmeer mpaBo Tpebosath oT monb3zosatened ['MIC BbimomHeHKS
yKa3aHWi ¥ HHCTPYKIIM#, CBSI3aHHBIX C 3aIIUTOH HHQOPMALIIH.

1.5. Hacrosmas HHCTpYKIHs paspaboTaHa ¢ YYeTOM IIOJIOXKEHWH
CIIEAYIOLINX 3aKOHOAATENbHBIX U HOPMAaTHBHO-TIPABOBBIX aKTOB!

- ®enepanbublii 3akoH Ne 149-@3 or 27 monsa 2006 roma «O6 uHpopmanuy,
HHPOPMALIHOHHBIX TEXHOTMOTHAX ¥ O 3alUTe WHPOpMaLikii»;

- ®enepanbHbli 3ak0H Ne 152-03 ot 27 mons 2006 roxa «O mepcoHallbHBIX
JIAHHBIX);

- «TpeboBanus K 3alliTe NEPCOHAIBHBIX JaHHBIX IpU UX 00paboTke B
uH(QOPMAIHOHHEIX  CHCTeMaX  IepCOHANBHBIX  JAHHBIX»,  YTBEPKJIEHHBIE
ITocranosnenueM IIpasutenscrea PO Ne 1119 ot 1 HosOps 2012 roaa;

- «TpeboBanus 0 3amuTe HHHOPMALWHK, HE COCTABIISIFOILCH rOCY IaPCTBEHHYIO
TaliHy, COIepJKalleicsi B TOCYIapCTBEHHBIX HH()OPMALMOHHBIX CHCTEMaX»,
yrBepskeHnsbie npukazoM @CTOK Poccun Ne 17 ot 11 despans 2013 roxa;

-«CocTaB M colep)XaHWe OpraHM3alMOHHBIX H TEXHUYECKUX Mep II0
obecrieueHnio 0e30MacHOCTH TIEPCOHANBHBIX MaHHBIX IOpU HX 00paboTke B
MH(OPMAIIMOHHBIX CHCTEMAaX MEePCOHANBHBIX JaHHBIX), YTBEPIKICHHBIH TPHKA30M
®CTDIK Poccun Ne 21 ot 18 despamns 2013 roza;



-MeToauueckuit  gokymeHT — «Meppl  3am|TEl  MHQOpPMAaNMH B
POCYyAApCTBOHHBIX HHPOPMAaLKMOHHBIX Ccucremax», yTtBepxaeHHnii GCTOK
Poccuu 11 despansa 2014 roaa;

-«CocTaB ¥ coIepxaHWe OpraHU3alMOHHBIX M TEXHMYECKUX Mep Mo
obecrieueHnio 0OE30MACHOCTH MEPCOHAIBHBIX JIAHHBIX IpU HMX 00paboTKe B
UH()OPMALIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JaHHBIX C UCIOJIh30BAHUEM CPENICTB
Kpunrorpaguyeckord 3amuThl HHGOpPMAIMK, HEOOXOAUMBIX ISl BBIIOIHEHUS
ycranoeneHHBIX [IpaButenscTBoM Poccuiickoit @enepanuu TpeboBaHui K 3amuTe
TIEPCOHANIbHBIX ~ HaHHBIX [ K&KAOIO0 #W3  ypOBHEH  3allMIEHHOCTHY,
ytBepxA¢HHbIe npukazoM @Cb Poccun Ne 378 or 10.07.2014;

- «HCcTpyK1Ma 00 opranm3anmy U obecrnedeHHH 0e30MacHOCTH XpaHEHWs,
00paboTKH W Tiepefadd [0 KaHallaM CBSI3M C HCIOJB30BAaHMEM CpEJICTB
kpunrorpadguueckoil 3amuThl UHGOPMALMU C OrpaHWYEHHBIM [OCTYIIOM, HE
coaepKalen CBelleHHH, COCTAaBIISIIOIINX rocyJapCTBEHHYIO TauHy»,
yrBepxkaeHHas npukazom ®AIICHU ot 13 urons 2001 Nel52.

2 @yHKIMKU U 0053aHHOCTH aIMUHUCTpaToOpa O€30MaCHOCTH B
nonb3oBatesibckoMm cermente 1 IC «CeteBoii ropoi»

2.1. V3yuenue 0COOEHHOCTEW TEXHOJOTMYECKUX MpoIieccoB 00paboTKu
undopmanpn B MBJIOY «Jletckuii can Ne37 xomMOMHHPOBaHHOTO BHa» C LENbIO
NpUHATUS pelienus o HeoOxomumocTy 3amuthl uMHGopManuu B I'MC wm
knaccupukanun  TWC, nubo TOWCK CIeNHaTU3UPOBAHHBIX OpraHU3allui,
NPOM3BOMSIINNAX HA JOTOBOPHOM OCHOBE Takod aHanmu3. B ciydae NpuBIIEYCHHS
CTOPOHHMX OpraHu3aiui, AJMHHHACTpATOp O0s3aH KOHTPOJIMUPOBATH MPOLIECC
c6opa wunHpopmaruu o I[HC coTpyAHMKaMH CTOpOHHeW opraHusaiud. Ilo
OKOHYAHUY aHAJMTUYECKUX paboT AMHUHHCTpaToOp 00s3aH O3HAKOMHUTHCS C HX
pesynsTaTaMy M TOANHMCATH OTHETHHIE NOKYMEHTHI, /MO0  COCTaBHUTH
MOTHBHPOBAHHBIA OTKa3 B MOJINHCAHUHM TaKUX JOKYMEHTOB M OTIPAaBUTh UX Ha
JI0paboOTKy CTOPOHHEH OpraHHW3aliH.

2.2.  Ompezienenne akTyalbHBIX Yrpo3 Oe3omacHOCTH HHGOpMALMK U
paspaboTka gokymenta «Mogperns yrpos 6esonacnoctd ['YICy», niubo npusnedenne
Ha JIOTOBOPHOM OCHOBE CTOPOHHHX OpraHU3alMil s TaKuX pabor.

2.3. Tlepuonuueckuii MEpPeCMOTp aKTyalbHBIX yrpo3 0e30nacHOCTH
uH(OpPMAIIUY B CIEAYIOMMX CIIyJIasX:

- eJKEerOJHBI IIAHOBHIM TEPEeCMOTP AaKTyalbHBIX YIpo3 0e30macHOCTH
“HpOpMaLIH;

- [IOSIBJICHUE B OOILIEAOCTYIIHBIX UCTOYHMKAX MH(QOPMALUU O HOBBIX yrpo3ax
U YSI3BUMOCTSIX, UMEIOIIUX TPEIMOCHIITKY B I'c;

- cylIecTBeHHOe M3MeHeHue ycnoBuil dynkionuposanus ['IC, BHenpenue
HOBBIX TEXHOJIOTUH;



- U3MEHEHWEe HOPMAaTHUBHOM JIOKYMEHTAIlWH, Kacarolnemcs MOJENTUPOBAHUS
yTpo3 6e30nacHoCTH uHPOPMALiHH;

- B pe3yJIbTaTe UHIUIEHTa 0€30MacHOCTH.

2.4. PazpaGoTka TpPOEKTHOH JOKYMEHTaNHMHM HAa CHCTEMY  3aIiHThl
uapopmanu B I'MC (Texmmueckoe 3amanue, TexHuueckuit Npoext), Imbo
TMPUBJICYEHHUE HA JIOTOBOPHOU OCHOBE CTOPOHHMX OpraHU3aLui i TaKuX paboT.

2.5, Vwuacrue B peanMsaluu npoekta mo 3ammure uH(opmaumuum B IMC
(TecTMpOBaHHE CHCTEMbI 3alllUThl WH(GOPMALMH, BHEIPEHHE CHCTEMBI 3all[AThI
uH(popmaiinu, arrectaiyis ['MC nmo tpeGoBanusiM K 3aiiute HHPOPMALKH, BBOI B
nelicteue arrecroBannou ['MC).

2.6. Bepabotka npemnoxxenuit 3asemytomeii MBJIOY  «Jlerckuii can
Ne37 xoMOMHMPOBaHHOTO BH/@» I10 COBEPIIEHCTBOBAHHIO CUCTEMbI 3aIIUTHI
uHpopmanuu B I YC.

2.7.  Benenue y4era npumenseMsix B [ IC cpencts saumTsl nH(GOpMAaLUn
(B TOM 4YHUCIIE KPUIITOCPE/ICTB), SKCITyaTal[MOHHON M TEXHUYIECKOH JOKyMEeHTAIHH

2.8. 3HaHUEe CcOCTaBa, CTPYKTYPBl, HAa3HAYEHUS M BBITOIHAEMBIX
samady I'MIC, a Taxxke cocraBa WHGOPMAIIMOHHBIX TEXHOJNOTMN M TEXHUYECKUX
CPeICTB,  MO3BOJISIOIIMX  OCyIIeCTBIsATH  oOpaborky [I[lH wu  uHoWM
KOH(QHIEeHIIMaILHOW HHOOPMALIUK.

2.9, ObecnedecHiie Mepefadd KOHPUICHIHAIGHON WH(OpMALUK U
IIEPCOHAJIBHBIX ~ JAaHHBIX 4Yepe3 CeTH CBI3M OOINEero IIOJL30BaHUS B
3amu(pOBaHHOM BHUJIE.

2.10. PaspaboTka nnaHa MepoNpusTH MO obecredyeHHIo 0e30MacHOCTH
samumaemoi uHGopMary B ['MIC u mo 3ammre mepumMeTpa WHGOPMAIMOHHOM
chcreMbl. IIpuHATHE Mep MO BBINOIHEHUIO MEPONPUATHE [0 06eCneYeHuIo
OezonacHocTH 3amumaemoit nHdpopmanuu B ' MIC 1 HenocpeACTBEHHOE YJIacTHE B
[IPOBEIEHMH TaKUX MeponpuaTuil. AKTyanuzanug NnaHa MepoNnpUaTHH Mo Mepe
HEOOXOUMOCTH.

2.11.  OcymiecTBieHre KOHTPOJISI HEU3MEHHOCTH COCTOSIHUSI aTTeCTOBaHHOU
I['C (pacrionoxeHre W COCTAaB TEXHUYECKHX CPEICTB, COCTAB MPOrPaMMHOIO
obecrnieyenus, (Quzuyeckoe W JIOTHYECKOe CTpOeHWe ceTu). B ciydae
IUIaHMPOBaHUsA W3MCHCHHA ycnoBui ¢ynxkunonuposanus [ VIC, Anmuauctparop
JIOJDKEH CBSA3aThCA C aTTECTYIOLIMM OPraHOM U MOJIYYUTh YKa3aHUs K JalbHEHIIIM
NEUCTBUSIM.

2.12. OcymecTBieHre KOHTPOJIs GU3NUECKOH COXPAaHHOCTU U LIETOCTHOCTHU
texHudeckux cpeactB IMC, a Taxke KOHTpPONb COXPAaHHOCTH M LIEITOCTHOCTHU
oreyaThlBaOIMX IUIOMO Ha TexHudeckux cpencrBax [KIC (B ToM uucie H
porpaMMHO-aINapaTHbIX  CpeiacTBax  3amuTel  uHbopmanuu). KoHTpoms
HEeW3MEHHOCTH COCTaBa Texauueckux cpencts B TUC.

2.13. Opranusanusi ydeta cheMHBIX Hocutened uHdpopmaimu. Hactpotika
COOTBETCTBYIOMIMX MPOTPAaMMHBIX MEXaHHU3MOB CPEICTB 3alllUThl WH(pOpMaLUN
IUIS 3aIIpeTa HeyUTEeHHBIX CheMHBIX HocuTenel. Benenue xypHaia ydera CheMHBIX
HOCHUTEJIEH.



2.14. Oprazu3zanus yuera WHbIX MallMHHBIX HOCUTeNed HHPOpMaLIH.

2.15. IlposeneHue  HWHCTPyKTaXeid  COTpyAHHKOB, paboTaioimx ¢
samuminaemoii uadopmanueir B I'MC (nanee — [lonszosarenu I'MC), mo Temam:
npaBuina paboret B [UC, 3ammra wHPopMmammum B [HC, mnonoxeHus
3aKOHOJATeNhCTBAa B chepe 3amuThl MHGOPMAIMU W TIEPCOHAJBHBIX JaHHBIX,
HOBBIE YIpo3bl B cdepe 3amuThl uHGOpMaiyu. [loBbIIIEHHE OCBEIOMIIEHHOCTH
Bcex corpynHukoB MBJIOY «Jlerckuii cam Ne37 kOMOMHMPOBAaHHOTO BHJA» B
BOIpocax WHGOPMAMOHHOK 0e30TIaCHOCTH.

2.16. Opranuzanus nepROHavaNsHOre noctyna nonszorarensm [UC
K pecypcaM WH(OPMAIMOHHBIM CUCTEMBI B COOTBETCTBHHM C YTBEPIKIECHHBIM
NOJIOXKeHNEM O pasrpanmdeHun npasB goctyna B ['MC. BrnokupoBka y4eTHBIX
3anucel, W3MEHEHHEe IIOJIHOMOYMM ToNb30BaTeled © Jo0aBleHHE HOBBIX
nonp3oBarenet [ UIC B coorBercTBUM ¢ MHCTpyKIMeld O BHECEHUU U3MEHEHUW B
CTIMCKY TIONB30BaTeNe W HANCHCHMIO WX MOTHOMOYHAMHK AOCTYyNHa K pecypcam
I'YC, yrBepxaennoit B MBJIOY «Jlerckuit can Ne37 koMOMHUPOBAaHHOTO BUIAY.

2.17. OcymiecTBieHUE Pe3epBHOrO  KOIMPOBAHUS  3alIMIIAEMOM
nH(pOpMaLIUK B COOTBETCTBUH pa3zenoM 11 nacrosmeit MHcTpykumy.
2.18. [Tepuoauueckoe TecTUpoBaHue (YHKUUNW CHUCTEMBI 3aLIUTEI OT

HCJi cormacHo TmiaHy MepompusiThii 1o oOecnedeHuro 0Oe30macHOCTH
uHdopmalui, JUO00 NpPU H3MEHEHHMH IPOrpaMMHOMN Cpe/ibl WM IOJHOMOYMM
ITonr3orareneit [C.

2.19. VuyactHe B cocraBe TpYNIBl peardpoBaHUs Ha HHIUIEHTEHI
uH(pOpMallMOHHOW 0e30MacHOCTH B pacCleNOBaHMAX TPUYMH HUHUUICHTOB
0e30I1aCHOCTH, BHECEHHE I10 Pe3yIbTaTaM TaKuX paccie/loBaHWui MPeUIoKEHUH 110
COBEpIIEHCTBOBAaHWIO CUCTeMBbl Oe3omacHoctd. Ilo Mepe BO3MOXHOCTH,
AnMuHu“CTPaTOp TOJIKCH BOCCTaHaBIMBaTh yiiepo, HAHCCCHHBIN
WHGOPMAIMOHHOW CHUCTeMe BO BpeMs HHUUJAEHTa 0e30IacHOCTH, a TakKke
BOCCTaHABIUBATH [1/in H KOH(UIEHLHAIEHYIO uH(popMaIuio,
MOIH(DUIIAPOBAHHYIO U YHUYTOXKEHHYIO B pE3yJIbTaTe TaKOro MHIUCHTA.

2.20. Kourtpons Bemonrenus [lonssoBaremsamu ['MC TtpeboBanuit
Vinctpyknuu monb3oBatens 1 C, a Taoke APYTHX YCTaHOBIEHHBIX TPeOOBaHUH
s obecrieuenus 6GezonacHocty I1){0 u uHO#M KoH(UAEHIMANBEHON HHGOPMALIH.

221, R cnyuae nonyuenus ot Ilonszorareneit ['MIC nadopmanuu o
(akTax yTpaThl, KOMIPOMETALNH KIFOYeBOi, NapOJIbHON U ayTeHTHQUIMPYIOLe
uHbOpMaIK, a Talke JI00oH Apyroid HHGOpPMAIKMKM OrPAHUYEHHOrO HOCTYIIA,
AJIMUHHCTpATOp He3aMeIMTENIFHO IPUHMMAaeT BCe HEOOXOmMMble MepBl JULd
obecrievennss GesomacHocTr 1/l ¥ uHOW KOH(UAECHUWATBHONH HH(MOpPMALUK B
pefiesiaX CBOUX MOJIHOMOYHM.

2.22. O6ecneuenune orcyrcteusit Ha APM Ilomesopatenein I'MC cpencts
pa3paboTK¥ W OTJIAKK MPOTpaMMHOro obecreyeHusi. KOHTPOTEb 32 OTKIIHOYEHUEM
Ha APM Ilons3oBareneidi U HEBO3MOMXHOCTBIO CaMOCTOSITEIBHOTO BKIIFOYCHMA
[IONIb30BATENEM TEXHOJOTHE MoOunbHoro koma (JavaScript, Adobe Flash,
makpocst MS Office u T. 1.), KpoOME Ciiy4aeB, KOTA@ WCIHONB30BaHME TaKuX



TEXHOJNIOTMH  HEOOXONMMO [Jisi  BBINOJIHEHHS CIY)KEOHBIX (JOKHOCTHBIX)
e 1 ~ T
0053aHHOCTEH.

2.23. Bewusnenue ysaszumoctedi I'MIC  1OCpencTBOM — HepHOIMYECKOTO
CKaHUpPOBaHWA  CHUCTEMBI CEPTHMUIMPOBAHHBIM CKAHEPOM  OE30MacCHOCTH.
IIpunsTHE pemeHnii Ha OCHOBAHHH HTOTOB Ka)[0T0 CKAHUPOBAHHA.

2.24. KoHTpomb OOHOBIEHHH CHCTEMHOTO, MPHKIAJHOIO IIPOTPAMMHOTO
obecrieyeHHsI M CPEACTB 3amuThl MHGOPMALMU (B TOM YHCIEe OOHOBJICHHUI
AHTUBUPYCHBIX 0a3, CHUTHaTyp CIEHapueB BTOp)KeHHH, wuHpoOpMaHd 06
YSI3BUMOCTSIX ).

2.25. KOHTpOmb COTPYJHUKOB CTOPOHHHMX OpraHM3aldi, MpOU3BOISIIAX
peMOHT/00cHy)uBanue TexHWueckux cpencte [VIC wmnm HacTpoiKy/ycTaHOR:
nporpammHoro obecnieyenus I MIC.

2.26. ObGecneuenue (GYyHKIMOHHUPOBAHUS u IO PIKAHUS
paborocnocobHoctu B I'MIC:

= CHCTEMBI 3aIIUThI HHq)OpMaH,I/IPI OT HECAaHKIITMOHWPOBAHHOI'O MOCTYIIA,

™ CHUCTEMbI MEKXCETEBOI'O 3KPaAHUPOBAHMS,

- CHCTEMBI KPUIITOTpa(UueCcKol 3aIUThl HH()OPMALIUH;

- CHCTEMBI aHTUBUPYCHOH 3aIllUTHI.

2,27, Obecneuenne HenpepsiBHOCTH mporieccoB B TUC. B ciyuae
HapylieHuss paboTOCIOCOOHOCTH TEXHUUECKMX CPEeACTB H  NPOrpaMMHOIro
obecriesenns 'MC, B Tom umcne cpencte sammtel [ WC, AJMHHHCTpaTOp
MPUHAMAET MEPhI 110 WX CBOEBPEMEHHOMY BOCCTAHOBJIEHHIO W BBISIBJIEHHIO
IPUYKH, IPUBEIIINX K HaPYIIEHUIO paboTOCIOCOOHOCTH.

2.28. CsoeBpemenHoe  uH(popmupoBanwe (OTBETCTBEHHOr0  3a
oprasmsanmio obpabGorku [I/lH O BbHIABNEHHBIX HAPYIICHHAX TpeGOBaHUM IO
obecneyenuto OesomnacHocty I1/[H ¥ MOMBITKAX HECAHKIIMOHUPOBAHHOIO JOCTYIIA
k [TC.

3. IIpaBa agmunucTpaTopa 6e3onacHoctu [ IC

AJIMAHUCTpPATOP UMEET MPaBO:

3:l.; 3HaKkoMuThCsl ¢ HOopMaTuBHBIMH akTamu MBJIOY  «JleTckmii
caji Ne37 xkoMOMHHPOBAHHOTO BHJIaY, PEriiaMeHTUPYIOIIMMHE MPOLIECCH 00paboTKH
u 3amuThl [1/1H v nHOM KOH(UIEHITUATEHON HH(POPMALIUH.

3.2. BHocuTthk npemiioxenus 3aseayrouein MbJIOY  «Jlerckuii can
Ne37 xOMOMHUPOBAHHOrO BHUI@» 10 COBEPIIEHCTBOBAHHUIO CYILECTBYIOIIEH
CHCTEMEB! 3aIHUTE HHBOpMaIiy.

3.3. Tpebosare ot Ilomp3oBarenett [MC coGmiopenus
tpeboBanuit Uucrpykuuu nonszoBatens I MIC ¥ MHBIX HOPMATHBHO-TIPABOBBIX U
OpraHU3aIMOHHO-PACTOPSTUTEIEHBIX JIOKyMEHTOB 1o obecrieueHuto
oezonacHocTy [1/IH ¥ nHOM KOHGUAEHIIMANBHON HH)OPMALIUH.



3.4. VHUIMUPOBaTh TPOBEAECHUE CIy)KEOHBIX pacCleIOBaHHN 10
(haxTam HapyIeHHS yCTaHOBIEeHHBIX TpeboBanuii obecredeHus 6e30MaCHOCTH
[1JT1 ¥ uHOM KOH(GHUACHIMATBHOW HHDOPMALIUK.

3.5. Tpebosate mpekpamienus paborsl B ' YIC, kak B LenoMm, Tak u
ornenbHbix Ilons3osareneii TMC, B ciyvae BBISIBICHUS HapylleHHN TpeOOBaHU
mo obecrneuenuro OeszomacHocTd IIJlH WM B CBA3M € HapylmeHUEM
Gbyukuuronuposanus I'UC.

3.6 O6pamartecs 32 HEOOXOMUMEIMHU PA3BICHEHMAMHU 10 BOIPOCAM
obpaGotku u obecmeuenuss OeszomacHoctn IIJlm x  OtBeTcTBEHHOMY 32
opranu3zauuio oopadorku I1/1H.

4. Pabouee mecTo aqMUHUCTpaTOpa 0€3011aCHOCTH FI/IC
HEHTPaIM30BaHHOE YIPaBICHHUES CHCTEMOM 3aHIWThl HHPOPMA

4.1. OpHuM U3 KIIOYEBBIX JJIEMEHTOB CHCTEMBI 3aIUTH MHGOpMaluH B
nonp3oBatenbekom cermente 1 MC  «Cetesoit  ropon» ssmsetcs APM
AnMuHHUCTpaTOpA.

42. APM AJMWHHCTpATOpa YyCTaHABIMBAETCS TakuM oOpa3oM, uTOObI
HCKITIOYaJICS KakK [peHaMEepPEeHHbIH, TaK 151 HElpeHaMEepEeHHbIN
HECAHKIMOHWPOBAHHBIA  MOCTYN K  TEeXHHYeCKkHM  cpeiactsam  APM
AMWHHCTpATOpA.

43. Ha APM  AjnMuHHCTpaTopa  YyCTaHaBIHMBAalOTCS  CPEACTBA
[IEHTPAIM30BAHHOrO yrpapieHus: anpTuBmpycHoit zammuroit I'MIC, cpenctBom
samuTel MEGOpMalK OT HecaHkiuoHupoBaHHoro pocryna B I'MC. Taxxke nHa
APM AMUHHCTpATOpa YCTAaHABIMBACTCS CKAHED YSA3BUMOCTEH.

4.4. AQMHHECTpaTOp OCYLIECTBISIET LIEHTpaAJM30BaHHOE yIpaBlieHHE
nomurukamu  OesomacHocty B [MC, oOHOBIEHHMSMH  CPEICTB  3aIUTHI
viH(opMaiinK, OOHOBliCHUAME GHTHBHDPYCHBIX 0a3 U CUTHATYp, KOH(UIypaiueH
UHPOPMALIMOHHON  cucTeMbl. Takke  AJIMHHUCTPATOpP  LIEHTPAIW30BaHHO
OCYILECTBIISET IEPUOIMIecKoe ckaHupopanue yszsumocted I'UC.

4.5. AaMmuHECTpaTop H3ydYaeT XKypHallbl 0€30IaCHOCTH CPEICTB 3alUTHI
WH(POPMALMH Ha TIPEIMET BBIBICHHS HHIUIEHTOB O€30IIaCHOCTH.

4.6. Pabouee MecTO aIMHHHCTPATOpa SIBIAETCS OOBEKTOM 3alllMTBI U
3aIMINAEeTCs COINIAaCHO TpeOOBaHMSIM K TOMY JKe€ Kiaccy, IO KOTOpoMy
xknaccudummposana 'C B nenom.

B Hacrpoiika 1 00CiTy)KUBaHUE CPEICTBA 3aIlMThl UHOPMALMHU OT
HECaHKLiaHUPOBaHHOI'O AOCTYHd Secret Net S Studio

5.1. AIMHMHUCTPATOp YYacTBYeT B pa3BEPTHIBAHMHM CpPEACTBA 3alLUTHI
uH(OpPMAIME OT HECAHKIMOHUpOBaHHOTo JocTyna (nanee — C3U or HCJI) B I'MC
1 OCYHIECTBIISIET YIpaBlieHHe U [IeHTPaTM30BaHHbIi MOHUTOPUHT 3TOI'0 CPEACTBA C
paboyero mecra AIMAHHCTPATOPA.,

5.2.  AIMHMHECTpaTOp MPOHM3BONUT HACTPOUKY IOJACHUCTEMbBI PETUCTPALUH,
unenTudukanuu u ayrentupukanuu B C3M or HCJI Secret Net Studio cornacHo



yTBepkIeHHOMY Ilonoxenuio o pasrpaHumdeHud noctyna. Wnentudmkanuu w

ayTeHTH(UKALMK TIO[JIeKaT KaK T0Jib30BATENH, TaK ¥ yYeTHhIC 3aMHCH Ciiy¥Ko,
NPUIOKEHUH, TPOTPaMMHEIX [IPOLIECCOB.

o 1 Texuuueckue cpencrea (MOOUIBHBIE | CTallMOHApHbIE) TaKXe
mpoxozaaT uaeHTH(UKauuo u ayreHtHpukammio B ['VIC. Wpenrtupukanus u
ayTeHTH(UKALUs YCTPOHCTB IPOM3BOAMTCS MOCPEACTBOM MH(POPMALHOHHOIO
0OMeHa MO0 CHelHaTH3HPOBAHHBIM CETEBBIM nportokosam (ARP, SNMP, NetBIOS
# 1p.). B xadecTBe HAeHTH(PHKATOPOB YCTPOUCTE MOTYT BBICTYHATH: JIOTHYECKHE
MMeHa, HIeHTH(DUKAIIMOHHbBIe HOMepa, IP-anpeca, MAC-anpeca i KoMOHHALIHS
3THX MapaMeTpoB. AJMUHUCTPATOP ONpeJeNseT NpaBuia HACHTU(GUKALUHA |
ayTenTH(ukammu ycrpoiicts B 'MC, KOHQUIYpHpPYeT MPOTOKOMBI ¥ HACTPAUBAET B
CPE/ICTBAX 3aIlUThl WH()OPMAIWK COOTBETCTBYIOLME IPABUIA. AIMHHMCTPATOP
NPUHUMAET MEPBI AMd npeaynpexaenus takux arak Ha [ VIC xak: MAC-flooding,
MAC-spoofing, ARP-spoofing, ARP-poisoning u apyrux.

5.4. AIMuHUCTpaTOpP OCYIIECTBISET y4YeT MANIMHHEIX  HOCHTelel
MHGOPMalUK, KaK CTanuoOHApHBIX (xectkue mucku APM u cepeepo, SSD-
HaKOIIUTENH W T. JI.), TaK M CHEMHBIX ((DJIEII-HAKOIMTENIN, ChEMHbIE KECTKHE
JAMCKH, KapThl MaMATH, NaMsiTh MOOMIBHBIX YCTPOMCTB U T. na.). Kaxmomy
HOCHMTEIII0 IPUCBaMBACTCS HACHTH()UKALMOHHBIM HOMep. Jlns crammoHapHBIX
MaliiHHBIX HOCHTEICeH HH(pOpMalii (PUKCHPYETCs MECTOHAXOXKICHHE HOCHTENA
(APM, xabuHeT), B cilydae 3aMeHBl MM YTHIM3ALMH CTAIMOHAPHOTO WM
ChEMHOI0 MAIIUHHOTO HOCHTENSI TPUHMMAIOTCS Mephl 110 TIapaHTHPOBAHHOMY
YHUYTOKEHHIO MHQOpPMAallMM Ha HOCHUTEJNEe WM CAMOrO HOCHUTENs C
COOTBeTCTByIOImEH mnoMeTkod B JKypHanme yuera MamMHHBEIX HOCHUTENEH
vuHpopmanuy. CbeMHbIE MaIIHHHBIE HOCUTENM WHPOPMAIMH  BBIIAIOTCS
NOJIb30BATENSIM 10 pocnuch B JKypHanle ydvera IpHeMa/BBIIAYM CHEMHBIX
MalIMHHEIX HocutTenedl uHpopmanuu. Jlara ciaum MaImMHHONO HOCHTENS TakKe
¢uxcupyercs B Kyprane. Anmunuctparop cpeactsamu C3U or HCJI Secret Net
Studio peanusyer 3ampeT WCHOJB30BaHKS HEYYTEHHBIX MAIIMHHBIX HOCHTENCH B
I'HC.

5.5.  AIMHHHUCTPATOp OCYIIECTBISET YIpaBiIeHHE YUETHLIMH 3allMCIMH C
MIOMOILBIO BCTPOeHHBIX MexanusmMoB OC u ¢ nomonpio Mexanusmos C3U ot HCJL
Secret Net Studio. B npouiecce ynpasieHus y4eTHbIMHU 3alACIMHA AMUHACTPATOD
[IPOU3BOUT CIEAYIOIINE NEeHCTBUS:

- ONpesieNIIeT THI YYEeTHON 3amucu (BHYTPEHHHM I10JIb30BATENb,
BHEIIHWMA  II0JIb30BaTeNlb, CHCTEMHas Y4YeTHasi 3alich, y4YeTHas 3allich
PUIIOXKEHHMsI, TOCTEBas yueTHas 3aIich, BpeMEHHAs yueTHas 3aIiCh | T. 1.);

- 00beMHEeHNe YUYeTHBIX 3amuceii B rpymnnsl (IpH He0OX0AMMOCTH);

— pOBOOUT BepudUKAIUIO [OJb30BaTensAs (MpoBepka JHYHOCTH
II0NIb30BaTENsl, €ro JOIDKHOCTHBIX ((yHKUMOHANBHBIX) 00sS3aHHOCTEH) mpu
3aBeJIEHUH YYeTHOM! 3aIlUCH TOIh30BaTels;

= [IPOBOIUT aHAIW3 HEOOXOAMMOCTH TEX HIM HMHBIX IOJHOMOYHH B
CHUCTEME JUIS YYETHBIX 3allUCel CIIy»KO U MPUITI0KEHHH;



— IIPOM3BOJAMT 3aBEJICHHUE, aKTUBALIMIO, OJIOKMPOBAHHE U YHUYTOKEHUE
YYETHBIX 3anucell monb3oBaTeniei;

- NPOBOJIMT IIEPECMOTP M, TPH HEOOXOAMMOCTH, KOPPEKTHPOBKY
YYETHBIX 3amMced Iosib3oBaTeneil nubo B mpolecce MNEPHOAUYECKOTO

MEPOIIPUATHA, 00 B CBSA3M C W3MEHEHUEM JIOJDKHOCTHBIX 00S3aHHOCTEH TOrO
WIIH HHOI'O I10JIB30BAaTEIA,

- YHUYTOXAET BpPEMEHHbIE y4eTHbIE 3aMucH I10JIb30BaTENECH,
MpeAOCTaBIEHHBIE JJIS1 OJHOKPAaTHOrO (MM OrPaHUYEHHOTO 10 BpPEMEHH)
BhinoNHEeHM 3a/a4 B I VIC, u yueTHsle 3anicH yBOJEHHBIX COTPYAHUKOB;

- OCYILIECTBIISIET HACTPOMKY IIpaB NOCTyma Iosb3oBareneil k pecypcam I'MC
cpenctBamu C3M ot HCJL Secret Net Studio B cooTBeTcTBHM ¢ yTBEpKICHHBIM
IlonoxxenneM o pasrpaHUYeHHUH JOCTYIIA;

- cpencreamu C3U or HCJI Secret Net Studio Hactpausaer apTromMaTHueckoe
0JI0KMpOBaHUWE HEaKTUBHBIX (HEHCIIONB3yEeMbIX) YUETHBIX 3aIMCel Mob30BaTeneh
IOCIIE TIEPHOJIa BpEMEHU Heucnonb3oBanus Oosiee 90 nHeit.

5.6. Anmvunuctparop 3ampemaer cpeactBamu C3U or HCJI Secret Net
Studio mo6sle nedictBus momb3oBarens B [MIC [0 MpoXodKaeHWs MPOLELyp
MACHTH(QUKALMKA W ayTeHTU(HUKAWW, B TOM HWCHe OTpaHW4YWBaeT AOCTYN K
nHactpoiikam BIOS/UEFI. Anmunuctparopy uHGOpMAaLMOHHON 0€3011acHOCTH 110
HIeHTHQUKAUKA ¥ ayTeHTH(UKAIMU pa3pernaroTcsi CIeAylollue JeHCTBUS C
LEeJIbI0 JMarHocTuku mpobremM Ha oanemeHtax [MC u  BOCCTAHOBIEHHS
paborocniocooHoctu snementos [ UC:

- 3arpy3Ka OIepallioHHON crcTeMbl B 6€30MaCHOM PeXUME;

- BOCCTaHOBJICHUE OIIEPAIMOHHOM CUCTEMBI C IOCieaHedl padoToCrocobHOM
KOHUTypailkei;
- uameHeHnue nmapamerpos BIOS/UEFI;

-3arpy3ka C BHEIIHEro HOCUTEJSl C UeNbl0 BOCCTAHOBIEHHUS WU
MepPeyCTAaHOBKH OIIePAIllHOHHON CHCTEeMBI, BOCCTAHOBIEHHS paboToCIocoOHOCTH
CpesicTR 3amuTHl WHGMODMAIIMY, CKAHUPOBAHUS MECTKOro IUCKAa Ha BUPYCH,
CKaHUPOBAHUS ONEPATUBHOM MaMSITH WM YKECTKOIO JUCKA C LEJbI0 BBISBICHMUS
npobieM W ApYyruX JeHUCTBUU BOCCTAHOBHUTEIBHOIO WIM JAUArHOCTHYECKOTO
xapakTepa.

5.7. AzZMUHHCTpaTop SBISETCS OTBETCTBEHHBIM 3a XpaHEHWe, BbIIAYY,
UHHIHATN3aIHI0 CPEACTB ayTeHTHQUKAHN (y4eTHBIX 3amuced, NepBHYHBIX
napoJeit). Aamuauctparop ¢ nomomso Mexanusmo C3M or HCJI Secret Net
Studio ompezelnser MapoiabHYIO MOJIUTUKY U TpeOOBaHUs K CIIOXKHOCTH Iapojei.
AJIMUHUCTPATOP BBIAAET MOJIL30BATENIO Mapoib Ul NEpPBOHAYAIbHOIO BXOIa B
I'C. C3U1 ot HCJI tpeGyeT OT mnosib30BaTeNsi CMEHUTh MapoJjik [PU [EPBOM Ke
BXOJle B CHCTeMy. lLTaHOBas CMEHa I[1apoJil IPOM3BOAUTCS I10JIH30BATEIEM
camocTtosiTenbHO. CMmeHa maposis AJIMWUHHUCTPATOPOM JOIIYCKaeTcs B Clydasx
KOMIIPOMETAIIMK Mapolid [ONbB30BaTelsd MM [pPH  IIOJO3PSHUM Ha  €ro
KOMIIPOMETAIIMIO, B 3TOM CJy4ae CHCTeMa TakKKe JOJDKHA 3allpOCHTh CMEHY
napoinsi mojik3oBareiieM mpu mepsoMm Bxone B IMC mocne cmensr mapois



AIMUHHCTpATOpPOM. AJIMHHUCTPATOP HE MOJDKEH W He 00s3aH 3HATh MapOJIH
nonp3osatened I AC. B TUC cpencrBamu C3U or HCJ] Secret Net Studio
YCTaHABIMBAIOTCS CIEAYIONIHE TPEOOBAHUS K MMAPOJIIM:

- MUHUMAJIbHAs JJIMHA TMapoJis COCTaBIsieT & CHUMBOJIOB, IIapojb
NOIDKEH colepXaTh OyKBBI AaHIJIMICKOrO andaBUTa BEPXHEr0 U HIDKHErO
PETHUCTPOB, K&K MUHUMYM OJHY LIM(PY U OJUH CIELCUMBOII;

- IIPU CMEHe I1apoJis, HOBBIM Napolib AOJDKEH OTIMYAaThCs MUHUMYM Ha
JiBa CUMBOJIa OT MpeAbIYILEro;

= MaKCHMaabHOE Bpemsi ericTBus napois — 90 nueid;

= MUHHMMAaJIbHOE BpeMsi AeicTBuUs rnapoiist — 10 nuei;

= 3ampelnaeTcs WCHOJIB30BaHUE T[0JH30BATEIIMUA IIATH IOCIEIHUX
FICTIOJIb30BaHHBIX M1apoJield IIPU CO3JaHUK HOBBIX IIApOJIEH;

- p¥ BOCBMM HEyJAaYHBIX TIOMBITKAX BXOJa yueTHas 3aluch
Onoxupyetrcs He MeHee, yeM Ha 10 MuHyT.

5.8. AnmmvunuctpaTtop ¢ nomoiisto Mexanusmos C3M or HCJL Secret Ne
Studio ycraHaBiMBaeT BpPEMEHHOW IIPOMEKYTOK B 15 MHHYT B KayecTse
JOITyCTHMOTO BpeMeHH Oe3aelicTBu nonb3osarens. [locne nereueHns ykazaHHOTO
BPEMEHH IMPOUCXOIUT OJIOKMPOBKA CEaHCa M10JIb30BaTEls.

5.9.  Anmvumuctpatop cpenctBamu C3U ot HCJ] Secret Net Studio
3ampenaeT Mojb30BaTelsiM CaMOCTOSTENFHYIO YCTAaHOBKY JIF000ro IporpaMMHOTO
obecrieuenuss. B MBJIOY  «Jlerckuii cam Ne37 KOMOMHMPOBAHHOIO BHIA»
yTBEPX/IAeTCsl TiepeueHE pazpemenHoro k ycranoeke B I'MC mporpammuOro
obecrnieuenus. [lepedeHnb pa3perieHHOro K yCTaHOBKE IPOrPaMMHOIO O0eCTIeYeH s
ompe/ieNIIeTCs UCXOs U3 1ened U 3a1ad, pemaemsix ¢ nomomupio I'MC. Tlepeuens
paspemiensoro k ycraHoke B ['MIC mporpaMMHOro oOecriedeHus IMOAIEXKHUT
MIEPUOIMYECKOMY  IEPEecMOTpPYy. YCTaHOBKA pPa3pelieHHOTro IPOrpaMMHOIO
obecriesenus npoumssomuTces kb0  AXMuHHCTpaTtopoM nm4HO, Jmbo B
NPUCYTCTBHH AJMHHUCTPATOPA U MO KOHTPOJEeM AJIMHHUCTPATOpA.

5.10. Mexanusmamu C3U or HCJ Secret Net Studio AaMuHHCTpaTop
yCTaHABIMBAaeT  MNpaBUia  HWCHONb30BaHWs — uHTepdeiicoB  BBOJA/BHIBO/A
texangeckux cpeacts I'MC. C3U or HCJI HactpauBaercs TakuM 00pa3oM, 4TOObI
nonp3oBaTels I IC momydan H0CTyI K MCIONB30BAHHIO TONBKO TeX HHTEp(EeHcoB
BBO/IA/BBIBOJIA, KOTOpble HEOOXOAWMBI €My [Jis BBINONHEHUsS CIyKeOHBIX
00sI3aHHOCTEMN.

6. Hactpoiika u 06ciry)KuBaHHE CPEJCTB MEKCETEBOTO KPAaHUPOBAHN,

obecriedeHne ceTeBoii 6e301iacHOCTH
6.1. Ilpu NepBUYHOU HACTpOiKe CeTeBOro oGopynoBaHusl,
AJMUHHCTPATOp H3MEHsCT BCe NApONHM [0 YMONYAHHIO, YCTaHOBJICHHBIC
[IPOM3BOIUTENIEM CETEBOro 000PYIOBAHNUSI.
6.2. C mnoMmomipl0 CpeACTB MEXKCETEBOI0 HKPAHUPOBAHUS, INTAaTHBIX
QyHKIME ~ ONEepariOHHBIX CHCTEM M  CETeBBIX YCTPOMCTB M CPEICTBA



LEHTPAIM30BAHHOT0O MOHUTOPHHIA M HACTPOMKH AJMHUHHCTPATOP OCYIIECTBIACT
ynpasnexue nHPOPMALUOHHBIME MOTOKAMH MpH MEPefato WHpOPMALIHU MEKIY
ycTpoiicTBamMM W cerMeHTamu cer. Ilon ympasieHHEM HHGOPMAITMOHHBIMA
[IOTOKAMHM TOHMUMAaeTca: (UIBTpalus HHOOPMAIMOHHBIX IOTOKOB, PaspelieHHe
nepenaun unpopmanuu B I'MIC TombKO IO ONpEAETICHHOMY AIMUHUCTPATOPOM
MapIpyTy ¥ U3MeHeHue (TlepeHanpapiieHne) MapIupyTa nepeiain uHdOpMAaL|H.

6.3. AIMHHHCTPATOp OCYIIECTBISIET HACTPOMKY CETEBOrO 000pY/IOBAHH
WA KOHTPOJMPYET 3TOT MPOLEecC.

6.4, AnMuHHCTPATOD  AHATM3UPYET  TEXHOJIOIMYECKHE  MPOLECCH
06paboTKH HHPOPMALWH, & TAKXKe 0COOEHHOCTH (PYHKIMOHAIBHBIX 00s13aHHOCTEN
corpynuukos MBJIOY  «/lerckuii cazn Noe37 xKOMOMHMpPOBAHHOTO BHIA» A
ONTHUMM3ALUN HACTPOEK CpENCTB MEKCETeBOr0 OKpaHWPOBAHMUA. CpenctBo
MEKCETEBOr0 SKPaHMPOBAHMS HACTPAMBAECTCs 1O MPHHIMITY Pa3perlieHns TOJIBKO
TeX PECYpPCOR, CETEBBIX TMOPTOB U MPOTOKOJIOBR, HeOOXOTUMEIX IJisi HOPMAJTBHOTO
dynknuonuposarus [UC u MBJOY  «Metckuil can Ne37 xoMOMHUPOBAHHOTO
BUJI2» B LIEJIOM.

6.5. AIMHHHCTpaTOp OpraHu3yeT B3aMMOICHUCTBUE C uH(OPMALHOHHBIMU
CHCTeMaMHU CTOPOHHHMX OpraHM3alIlHi.

6.6. AAMHHKCTPATOp 3alpeliaeT NOoNb30BaTENAM CTOPOHHNX opranusanyi
nocryn B TUC.

6.7. Anmunuctparop obecrnednBaeT 3alUTy WH(GOpMaIuH, nepeaBaeMou
Mo He JOBEPEHHbIM KaHajaM CBs3M 3a IPEJIEIb KOHTPOJHPYEMO# 30HBI, C
MIOMOILIBIO KPUITOTpapUUECKuX CPEICTB.

6.8. AAMHHHCTpATOp  OCYINECTBAAET  HACTPOHK ¥ KOHTpPOIb
QYHKIHOHMPOBAHHUA CIEIMAIBHBIX CPEJICTB, OCYLIECTBIIAIOUINX bunpTpanyo u
KOHTPOJIb BXOJSIIAX HEXENATeTbHBIX 3/I€KTPOHHBIX MHCEM (cmama). Ilpu sTOM,
VUUTHIBAS BOSMOXKHOCTB JIOXKHOTO CpabaThIBaHUs TAKOW CHUCTEMBI, NIOJIb30BATEIb
OIDKEH WMETh BO3MOMKHOCTH IIPOCMOTPa  OT(HIBTPOBAHHBIX COOOIICHUH.
ANIMUHHCTPATOpP  MHCTPYKTHpYeT IONb30BaTeled O  BO3MOXHBIX — THMax
MOIICHHIYECTBA C  HCIONB30BAHMEM  OJIEKTPOHHOM —TOYTHI  (CoLHMalbHAA
wEKeHepus, QUIIAHT U IPOYEe).

7. OGciTy)KUBaH)E CPECTB KPUITOrpapuieckor 3aIuThbl uHpOpPMAaIUU

7.1. O6ume mnpaswia paboThl ¢ KPUNTOCPENCTBAMU  ONMCAHBI B
yTBep)KJeHHOH WIHCTPYKIMK 1O 00eCTieueH IO 0e30MMacHOCTH  IKCILTyaTalluu
CK3U. B nassoM pasjese onucaHa 4acTh, Kacatomasics dyHKIHN 1 00513aHHOCTEH
AJIMUHUCTpATOpPA.

7.2.  Wcxoms w3 TpeboBaHui K 3amdTe WH(GOpMaLUK U aKTyanbHBIX yIpo3
6esonacuoctd uapopmanyu B ['MC, AnMUHMCTPATOp ONpe/esAeT HEOOXO0IUMOCTh
HCTIONB30BAHMS CPEACTB KpunTorpaduueckoll 3amure HHQOpMAMY (nanee —
CK3W) B cucteme 3awutsl uadopmarmn I'VC.

7.3.  AgvmuauctpaTop 00ecmeurBacT COOTBETCTBUEC paboter ¢ CK3H1
TeXHUYECKOH U HKCIUTyaTAIlHOHHOM JTOKYMEHTallM| K HUM.



7.4.  AIMuHHCTpaTtop OCyIlecTBIsseT modk3eMiUisipHeli yuer CK3U,
TeXHUYECKOM W SKCIJiyaTaijMOHHOW NOKyMSHTalld# K HHM B JKypHaie
[I09K3eMILISIPHOTO y4YeTa CpEeICTB KPUMNTOTrpauyecKoy 3almThl HH(OpMAIWH,
SKCIUTYaTallAOHHOM W TEXHUYECKOH JOKYMEHTAlMM K HHM, KIFOYeBBIX
noxymenTtos B [ MIC.

7.5. Anpvmumuctpatop Koutpoimpyer mepenady CK3HM, xmo4eBoi
uH(OpMAIIHH, TEXHUYECKON U SKCIUTyaTallMOHHOM JOKYMEHTAIUH T0JIb30BaTeNIM
IT'YIC. ®akt mepeliadu oTpaxaercs B JKypHale MOSK3EMIUIAPHOTO y4YeTa CPeiCTB
KpUNITOrpaguueckoil 3aIluThl WHGOPMALIMK, SKCIUTyaTalldOHHON U TEXHHYECKOH
JIOKYMEHTAIINHU K HUM, KIIF0UeBBIX JokymMeHTos B ['C.

7.6.  Apmuuuctpatop obecreunBaer xpaHeHue auctpubyrusos CK3U,
SKCIUIyATAl[AOHHYI0 M TEXHUYECKYK JOKYMEHTallMl0 K HHUM, KIHOYeByiO
nHbopMalHio B mKadax (celidax) WHAMBHAYAIbHOTO MMOJB30BAHMS B YCIOBUIX,
MCKIIIOYAIOMIUX OECKOHTPOJIBHBIM OCTYII K HUM, a TaKXKe MX HelpeIHaMepeHHOoe
YHUUTOXKEHUE.

7.7.  Anmusuctpatop obecredHBaeT paslieNbHOE XpaHeHHe JEeHCTBYIOIINX
U PE3EPBHBIX KIIOYEBBIX JOKYMEHTOB, NpeIHAa3sHa4YE€HHbIX U1 NPUMEHEHHS B
cllyyae KOMIIPOMETALUH JAEeHCTBYIOMIMX KIIFOUEBIX JOKYMEHTOB.

7.8.  AIMHHHCTPaTOp NPOW3BOAWUT HHCTPYKTaX II0Ib30BaTENICH TMepe
paGotroit ¢ CK3W. OrmeTka O MpOBEACHWH HWHCTPYKTaXa [pOCTaBiisAcTCA B
YKypHane ydeTa HHCTpyKTaxeit o uHdopManronHoii 6esonacnoctu B I'HIC.

7.9. AIMMHHCTPATOp COCTaBIs€T W IOANIEPKHMBAET B AKTyalbHOM
COCTOSIHUM CIIMCOK JIMII, OMyLIeHHBIX K paboTte ¢ CK3U.

7.10. AnmuuuctpaTop ocymectsisier mpoBepky roropHoctn CK3U k
FCTIOJIF30BAHMIO B XOJie TIPOBEAEHHUS POBEPOK cornacHo Ilnany MeponpusThii 1o
obecriedeHni0  0Ee30MacHOCTH  3alluInaeMoil  MHGOpMalWK,  BBITOJIHEHHUIO
TpeGoBaHnl 38KOHONATENLCTRA 110 3aIIuTe MHGOPMAINY, 2 TakXKe IO KOHTPOIIO
YPOBHS 3AIUIIEHHOCTH X BBIIONHEHMS Mep MO 3amure MHpOpMalHUd B ['1C.
daxT TpoBepku oTpaxaercs B JKypHane ydeTa MEpONpPHATHI IO KOHTPOIIO
obecrieuenus 3amuthl MHpopmanun B ['MC. PesynbsraT npoBepKH OTPaKacTCs B
JKypHane mepuofMIecKOro TECTUPOBAHUS CPEJICTB 3ALUTEl HHOOPMAIUK B I'rC.
IMposepka kaxxporo CK3W npoBOAKTCs HE pexe OAHOTO pasa B MECHL.

7.11. AAMHHUCTPATOP MHCTPYKTHPYET MOJIb30BaTEIeH O MOPANAKE XPaHECHNU
KITIOUeBOi HH(OPMAIUK U OCYLIECTBISET KOHTPOIIb COOIIOACHHS MONb30BaTEIIMH
IpaBrJI XpaHeHHs TaKO¥ MH()OPMAIHH.

7.12. ApMuHECTpaTop NpHHMMaeT yd4acThe B COCTaBe  IpYMIbI
pearnpoBaHus Ha MHIMIEHTH HH()OPMAIMOHHON 0e30N1aCHOCTH B PacCie0BaHIM
Clly4aeB IOMBITOK TOCTOPOHHMX JIMIl TIONYYMTh CBeeHHS 00 HCMONb3yeMBIX
CK3U, cnyuaee KOMIPOMETallM¥ WM IPH [OJO3PSHHHM HA KOMIIPOMETallHIo
KIIOUeBOl WHGOpMaluK, ciydaeB ytpathl auctpubyrusos CK3H, KJIIOYeBOW
uHOpMAIUK, KIIOYEBBIX HOCHTEJIeH, TeXHMYECKOH H 9KCIUTyaTallHOHHOU
noxymenTamuu k. CK3M, kimodeii ot novemennit 1 xparumim CK3M. B ciayuae
KOMIPOMETAIUH KIIF09eBOi HH(OpMaIii, AIMHHACTPATOP HEMEUICHHO BBIBOAUT
ee W3 SKCIUTyaTaiyy.



7.13.  AZMHMHHCTPATOp B COCTaBe KOMHUCCHH IO YHUYTOXKEHHMIO MPHHUMAET
y4acTue B YHUYTOXKEHHH KIOYeBOH HHPOpMALHKE W KIFOYEBBIX JOKYMEHTOB.
YHAYTOXKEHHE KIIOYeBOM WH(DOpMAUK MPOM3BOAUTCS ITyTEM (HU3HYECKOTO
YHUUYTOXCHHS KIFOYEBOIO HOCHMTENS WM I[IyTeM TapaHTHMPOBAHHOTO 3aTUPAHUS
KITIOUEBOU MH(MOPMAITUH.

8. Hacrpolika 1 06cmy)XUBaHNWE CUCTEMBI aHTUBUPYCHOM 3aUTHI

8.1.  Anmunuctpatop OCYILIECTBIISIET HaCTpOUKY H KOHTPOJb
(QYHKIMOHUPOBAHKS CHCTEMBbI aHTHBHpPYCHOM 3ammthi B 1UC. VYihpapnerue
CHCTEMOU OCYIIECTBISETCS LEHTPAIM30BAHHO, U TOJIBKO AJIMHHUCTPATOP MOJKET
OCYIIECTBIIATL TaKyl0 (yHKUWIO. AHTUBHUPYCHAs 3allliTa OCYLIECTBISETCS Ha
APM, cepsepax, MOOMIBHBIX TEXHHYECKUX CPENCTBAX U MHBIX TOUKAX JOCTYIa B
I'C.

8.2.  AnMuHHCTpaTop LEHTPAJIA30BAHHO HACTPauBaeT BpeMmsl,
NEpUOOUIHOCTh W JApPYTHe IlapaMeTpbl IIPOBEACHUSI MOJHOW aHTHBHPYCHOMN
nposepku y3noB I'MC na manwume BpPeNOHOCHBIX KOMIBIOTEPHEIX MPOrpaMM
(BupycoB) cormacHo «llmamy wmepompusiTuii 1O 00eCHEYeHMIO 3aIUTHI
uHdopmaimu B [MCy». ®@akr mpoBepku orpaxaercs B «JKypHane mo ydery
MEPOTIPUATHH 10 KOHTPOJIIO oOecnedeHus 3auuThl uHdopmarwu B [ ICy.

8.3.  AIMMHHCTpaTOp CaMOCTOSTEIFHO WIM B  COCTaBE€  TPYIIIBI
pearupoBaHMA Ha HHOMACHTH uH(pOpMaiucoHHOH OGesomacHocTH (B clydgae
3HAYUTENBHOTO HMHIHUAEHTa 0e30MacHOCTH) pearupyer Ha COOOIIEHHS CHCTEMbI
QHTHBUPYCHOM 3allliThl WJIM TOJb30BaTenell 00 oOHapyXeHHH BpeIOHOCHBIX
KOMITBIOTEPHBIX IIpOrpamMm (BUPYCOB), WM Ha TOJI03PEHUE HAJIMYUS TaKOBBIX, H
IIPHHUMAET MEPBI 10 HeHTpanu3auu 00HapyKeHHBIX yTPO3.

8.4. AIMUHUCTpAaTOp HacTpauBaeT I[EepPUOJUYHOCTH OOHOBICHUs 0a3z u
CUTHATyp aHTHUBUPYCHOIO cpeicTBa. AIMUHUCTPATOp TakKe HacTpaHBaeT
MEXAHU3M PACIIPOCTPAHEHUsI OOHORIEHHEIX AHTURUPYCHEIX 0a3 Ha ree yanwul [TUC.
OOHoBIeHNE aHTUBUPYCHBIX 0a3 ¥ CUTHATYP MIPOBOUTCS €IKETHEBHO.

9. Peructpanus u y4eT coObITHI 0€3011aCHOCTH

9.1. Tlox cucreMoit peructpauyu u y4yera coObiTuil 6ezonacHoctu B [ HIC
ITOHMUMAaETCsl COBOKYITHOCTh CPe/ICTB LIEHTpalu30BaHHOTO ynpasieHus scex C3U B

9.2. CucremMa perucTpaliii M yueTa COOBITMM 0€30IIaCHOCTH, a TaKXKe
uHpOpMALIMS, XPaHSIIAACs B SJIEKTPOHHBIX JKypHalaX PETUCTpalvM COOBITHM,
caMu 10 ce0e SBISIOTCS 00bEeKTaMy 3allUThl. AAMUHUCTPATOP IPUHUMAET MEPDI
0 3aIlIuTe 9TOM HMHG(OpPMAlMM B COOTBETCTBHU C TEXHHYECKMM 3aJlaHMEeM Ha
CHUCTEMY 3aliuThi uHGQOPMAalWi¥i MW SCKU3HBIM TPOEKTOM CHCTEMBbi 3ailiUThl
uHpopManuu. JlocTynm K 3amucsiM CHCTeMBI pPEerHcTpalid ¥ ydera COOBITHIH
0e30macHOCTH pa3pelieH TOJIbKO A IMUHUACTPATOPY.



9.3. AIMHHHMCTpATOp  NEPUOJMYECKH  M3ydHaeT  3aluCh  CHCTEMBI
perucTpaiiyi ¥ ydera coObiTud Oe30MacHOCTH H, B Ciiy4ae oOHapyKEeHHA
MHIMIEHTOB Oe3omnacHocTH MHGOPMALUH, CO3BIBAET TIPYIIy pearnpoBaHusA Ha
WHIMAEHTH HMH(POPMAIMOHHON 6e30macHOCTH, KOTopas, B CBOIO O4YCpelb,
NIeWCTBYET COTJIACHO COOTBETCTBYIOIINM HHCTPYKLUAM.

10. BEISIBIIeHUE, AHANIA3 U yCTPaHEHUE ySI3BUMOCTEH

10.1. Jlns BoisBIeHWs ys3BUMOCTed B WHGOPMALMOHHOH  CHCTEME
fcronb3yeTes ceresoi ckarep Ckanep-BC.

10.2. Cxanuposanwe [MIC Ha Hamuyue Yys3BUMOCTEH MPOBOAUTCHA C
NEPHOIMIHOCTBIO, HEOOXOAMMOM U JIOCTATOUHOM J11sl IOJDKHON 06paboTKH 0T4eTa
MO pesyjibTaraM CKaHWPOBAHMS W HPUHATHS Mep IO YCTPAHEHWIO BBIIBICHHBIX
yA3BUMOCTEH, HO HE pexe OJIHOro pasa B KBapTall.

10.3. B ciyuae mpoBeleHHs] CKAHHPOBaHWH, I KOTOPHIX HE0OXOIUMO
IpelOCTaBUTh CKaHepy 0e30macHOCTH Y4YeTHbIC JaHHBIE B CHCTEME, CO3/aeTCs
OT/eNbHAS YUeTHAs 3anmuch ¢ MUHMMANBEHO HeoOXOonuMBIME NpaBaMy. BBOIUTE
NaHHBlE YK€ CYIIecTBYIONeld y9eTHOM 3amucu B CKaHep 0e30TacHOCTH
KaTeropuyuecky 3arperieHo.

10.4. B cinydae mnomydeHuss HMHQOpPMAIMKA O HOBBIX YA3BUMOCTAX,
CBA3aHHBIX C MHQOPMAIIMOHHOW CHCTEMOHW, M3 OTKPBITBIX HMCTOYHHKOB
HeoGXoiiMo TipoBecTH OOHOBICHHE 6a3bl [aHHbiX 00 ySI3BUMOCTAX M TPOBECTH
BHEIUJIAHOBOE CKaHUPOBAHHE.

10.5. AnMumucTpatop —NPWHAMAET  MEPhl [0  YCTPAaHEHWIO  HIH
HeWTpai3alliy BBISBIEHHBIX ys3BUMocCTeil. B mepsyro odepess 06pabaTeiBaroTCs
YS3BUMOCTH ¢ HauBbicinM Oamtom mo mkane CVSS. B cimydae HE00X0/IMMOCTH,
10 YCTPaHEHHs YS3BUMOCTH MOTYT OBITH JIOKAIM30BaHbI (OTKIIOYEHBI OT obmieit
CeTH) CerMeHThl Wi oT/eNnbHbIe APMBbI HHPOPMALTOHHON CHCTEMBL.

10.6. C mensio OMEpaTHBHOTO YCTPaHEHHs M3BECTHBIX YS3BHMOCTeH Ha
cepeepax ¥ APM wuH(OpPMaNMOHHOM CHCTEMBI HACTPAUBACTCA OOHOBJIEHHE B
ABTOMATUYECKOM DEXHME KOMIIOHEHTOB OMNEPALMOHHBIX CHCTEM, TPHUKIAAHOrO
IPOrPaMMHOTO 00€eCTIeYeH s B CPEJICTB 3alIUThl HHPOPMAIIHY.

10.7. AIMUHHCTpaTOp He pexe 4YeM OIMH pa3 B MECAl OCYIIEeCTBIIACT
KOHTpPOJIb COCTABA TCXHUYCCKUX CPEACTB, MPOrPaAMMHOI0 0GCCHCHCHUSA ¥ CPCACTB
3amUTel HHGOPMAIUMK, a TakKe KOPPEKTHOCTH (YyHKIHOHMPOBAHWA W HACTPOCK
IPOrpaMMHOT0 oOecIeueH s i CPe/ICTB 3allUThI uHOpMaLuH.

11.  TIpaBuia pe3epBUpOBaHUs U BOCCTAHOBICHHS uH(pOpMalliH,
TEXHUHYOCKHUX CPENCTB, IPOTpaMMHOIe oObeciicyeH s U CPEJCTB 3ailiiThl
uHpopMaLu

11.1. B MBJIOY «Jletckuii cag Ne37 KoMOMHUPOBAaHHOIO BU/IA» C LEIbIO
obecieueHns IENOCTHOCTH ¥  JOCTYIIHOCTH 3alUIIaeMOd  HH(pOpMAlUH
NpUMEHSIETCs Pe3epBHOE KOITMPOBAHHKE.



11.2. PesepBHoe KkonupoBaHWe 3aliuinaemMol WH(opmanuu, 6a3 IaHHBIX,
06pa3oB ONEpaLMOHHBIX CHCTEM, KOHQUIypamuil MporpaMMHOTO 0GeCricHeHHs
MPOM3BOAMTCH AIMHHHCTPATOPOM BPYYHYIO HA YYTEHHbBIH CBEMHBIA JKECTKUH
muck (NAS, B ceTeByIO Mamky, Ha cepBep U T. 1.). PesepBHOe KONMpOBaHKE B
MecTa, TAe He  IpEJCTaBIseTcs  BO3MOXKHOCTb  OOecrneuuTh — HIH
IPOKOHTPOIMPOBATh HAJIMYME JODKHOM CHCTEMBl 3allMThl  MHOpPMAIMK
(manpumep, B 00JNa4Hble XPaHUNIHUIIA), 3AMIPELIEHO.

11.3. Tlepeyenp pecypcoB, MOMIEKALIMX PE3SPBHOMY KONMPOBAHHUIO, a
TalOKe TEPHORMYHOCTh PE3CPBHOTC KOMMPOBAHHA TOH MM HHOU HHQODMAHk
MpuBeleHbl B NOJWTHKE WHOOPMALMOHHOW  0€30MacHOCTH M JIOJDKHBI
aKTyanu3UpOBaTECs AZIMUHUCTPATOPOM IO Mepe HEOOXOUMOCTH.

11.4. TIpouemypsl pe3epBHOrO KOMMPOBAHMS IIPOBOAATCS B Hepabouee
BpeMsl, TH00 BO BpeMs HauMeHbIlIel Harpy3Ku Ha HHPOPMALMOHHYIO CUCTEMY.

11.5. Jins BO3MOXHOCTH OMNEPAaTHBHOIO BOCCTAHOBIEHUs MH(OpMaluy Ha
HOCUTEJIE C Pe3epBHOM KONUel XpaHuTCs He Oojiee TpeX MOCIEAHHX PE3EPBHBIX
wonuit kaxnoro Buna wunbopmanuu. Haubomee crapele pesepBHBIE KONMHU
YIASIOTCS C 1Bl 0CBOOOKIEHHSI JUCKOBOTO MPOCTPAHCTBA JULL O0osee CBEXMX
pe3epBHBIX KOIIHH.

11.6. Ha pesepBHbIe KOIMM M Ha HOCHUTEIH C PE3CPBHBIMH KOIUAMU
paclpoCTpaHsioTcsl BCe  NONMTHKH M Tpebopanust 10 obecreueHuro
uHpOpMaHOHHON 5€30IacHOCTH.

11.7. AIMHHHCTPATOp OCYIIECTBISI€T TPOBEPKY YAAYHOTO 3aBEPIICHMUs
Ka)kIOi IPOIeAyphl PE3EPBHOr0 KOMMPOBaHKs. B cirydyae onmOKY IPpH Pe3epBHOM
KONMPOBAHUHM, AJIMMHMCTPATOP BBIACHSET NPHYMHY OLIMOKH, yCTPaHAET ee H
3aITyCKaeT MPOIEecc Pe3epPBHOI0 KOMMPOBaHHUs [IOBTOPHO.

i1.8. BoccraHopineHHe MH(OOPMAIWH U3 PE3ePBHOM KOMHU MPOU3BOJUTCH
AJIMHHHCTPATOPOM 10 Mepe HeoOXOAMMOCTH WM B Ciydae HWHIU/CHTA
undopManuonHoil GezonacHocTH. Boccranopnenue MHGOpPMANUM U3 pezepBHON
KOIIMU MOXET IPOBOAUTHCS B DKCTPEHHOM IIOpsi/IKe MM B IITATHOM PEKUME, B
3aBMCHMOCTH OT yInep6a, KOTOpbIf Obli HaHeCeH WH(QOPMAIMOHHOW CHCTEME B
pesylbTaTe HHIMICHTa HHGOPMAIMOHHON 0e30IIaCHOCTH.

11.9. TIlporpammHoe obecrieuyeHre ¥ CpPEACTBA 3aIIUTHI uHpOpMaLUM B
Cliydae HapyHICHWs LEeNOCTHOCTH Mk PaboTOCIOCOOHOCTH BOCCTAHABINBAIOTCA C
STANOHHBIX JUCTPUOYTHBOB, IOCTABISIEMBIX B KOMIUICKTE C IOKyMEHTalHEH.
DranoHHBIE JUCTPUOYTHBBI XpaHsATcs B cefide y AJMHHHCTPATOpA. Hactpoiiku
IIPOTPaMMHOI'0 obecrnieueHust U CpelCTB 3allUThI wHpOpMaLUH
BOCCTAHABIMBAIOTCS BPYYHYIO MJIM M3 [pPEIBapUTEIbHO COXPAaHCHHBIX B
pEe3EepPBHYIO KOTIHIO KOH(UTYpaLiii.

11.1. PesepBupoBaHHE OCHOBHBIX TEXHMYECKHMX CPE/CTB U CHCTEM (manee —
OTCC) obecnieunpaercs NOAKIIOYEHHS K 3TUM CPEICTBaM UBIT u nyrem
samemenus Bonuepmero w3 crpos OTCC  ma  pesepsBHOE  yCTPOHCTBO
aJIMUHUCTPATOPOM BPYUIHYIO.



12, JleHicTBUS aIMUHUCTPATOPA IIPU PEMOHTE TEXHHYECKHX CPEICTB,
00cny)X¥MBaHUH POTPaMMHOTO OGeCTIeHeH)SA 1 YTHIIH3aliHK HOCHTENEH
uHpopmanuu

12.1. ApMuMHHCTpaTOp NPUCYTCTBYET B MpOIECCe YCTAaHOBKH, OOHOBIIEHHUS,
HaCTpOiKK nporpaMmHoro obecrniedenus B 'MC (B Tom ymcie U cpe/icTB 3alIUThI
uH(OpMalUK) COTPYAHIKAMH CTOPOHHUX OpraHU3aIU.

12.2.  ApMuHHCTpaTOp NPHCYTCTBYeT B MpOIIECCE PEMOHTa TEXHUYECKHX
cpencte I'MC coTpynnukaMu CTOpOHHWX Opranu3aiuii Ha Tepputopun MBJIOY
«ercknii can Ne37 xOMOMHMpPOBAHHOTO BHI@». AIMHHUCTPATOP OOeCleYMBAET
rapaHTHPOBaHHOE 3aTHPaHUE JaHHBIX C HOcHUTeNel uHbopMaIiu, THO0 TEMOHTAX
HocuTeNnell uHpopManuy (B TOM YUCIIE U ONEPATUBHOW MaMSTH) C TEXHHYECKHX
CPEICTB B CiIy4ae HE0OXOJMMOCTH OTIPaBKU TEXHUYECKHX CPEICTB I PEMOHTA
Ha TEPPUTOPUIO CTOPOHHUX OpraHU3alIMii.

12.3.  ApmuHHCTpaTop obecnedruBaeT rapaHTUPOBAHHOE 3aTHPaHKEe TaHHBIX
Ha MAIIVHHBIX HOCUTENSX MHQOpPMAIUM NPH YTHIM3ALMU TeXHUYECKUX CPENCTB,
mu00 TPUHMMAET y4yacTue B (U3UYECKOM YHUUTOXXEHHM MANIMHHBIX HOCHTEJEH
HH(OpMAIK B COCTaBe KOMUCCHH [0 YHHUTO)KEHHUIO.



